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fem:- To ensure strict compliance of the data sharing provisions of the
Aadhaar Act 2016 and Information Technology (IT) act 2000.
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Department of Finance
Directorate of Institutional Finance & Banking
SCO No.53-55, Sector 17D, Chandigarh |

Dated: Jl}\

To

1 Joint Development Commissioner, Rural Development & Panchayats
2 Director, SC/BC Welfare
3 Director, Food & Civil Supplies
4 Director, Social Security & Women & Child Development
5. Director, Health and Family Welfare
6. Director General, Schools Education
7 Director, Higher Education -
8 Director, Technical Education
9, Director, Medical Education & Research
10.  Director, Agriculture
11. Director, Local Govt. :
12.  State Coordinator, Punjab, Qil Marketing Companies(OMCs)-Indian Oil,
Sec.19, Chandigarh
13. Convener, State Level Bankers’ Committee, Punjab, Chandigarh.

‘Subject: To ensure strict compliance of the data sharing provisions of the
Aadhaar Act, 2016 and Information Technology (IT) Act, 2000.

ded dede ik

Please find enclosed herewith copies of DO leiters from CEO, UIDAI vide
No.23011/Gen/90/2017/UIDAI-Legal, dated 24.04.2017 and from Secretary, MeitY vide
No.NIC/DDG(SBS)YITACT/2017 dated 24.04.2017 regarding sensitization on compliance
to the data sharing provisions of the Aadhaar Act, 2016 and IT Act, 2000.

There have been instances wherein personal identity or information of

residents along with Aadhaar numbers and demographic information and other sensitive
personal data such as bank details etc. collected by the State Departments for the
administration of the welfare schemes have been published online on the departmental
websites. The publishing online the identity information is in clear contravention of the
provisions of the Aadhaar Act, 2016 which is punishable with imprisonment of upto 3

. years. Also, publishing financia! information including bank account details:is-in clear

contravention of the provisions under Information Technology (IT) Act, 2000 and the}m]es
framed thereunder, the violators are liable to pay damages by way of compensation to the
affected persons. The concerned departments should ensure that Aadhaar Numbers along
with the demographic/personal details are not published on any departmental wgbsite,

Endst.No:T/H/?/?O’wf/ﬂ’zrﬂ/“} Dated: 2 |

A copy is forwarded to ACS, Planning for information with refere
letter No.UID-217/166 dated 11.05.2017.
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o1 FriEd afEr i ﬂm Riftre wwam mireT
Dr. Ajay Bhushan Pandey, IAS Jnique Identification Authority of India (UIDAI) '
Chief Executive Officer el sfors, S 0, e ared) o, e
wAlfe wbw, = fEweh-110001
3rd Floor, Tower T1, Jeevan Bharati Building, -
‘Comaught Circus, New Delhi-110001
D.0.No.23011/Gen/90/2017 /UIDA}-Logal 24 April. 2417
/ Dear Chief Secretary/Administraror,

As you are aware that varicus departments/organizations in your state are
~collecting and using Aadhaar information of the residents for delivery of
subsidies/benefits/services to their beneﬁcian&s in acpordance with Section-7 or 57 of
Aadhaar Act 2016.

2. Your attention is drawn to recent newspaper reports about publishing of personal
data of beneficiaries containing Aadhaar number/bank account details by some state
departments/organizations in the public domain/on their website. As per various
provisions of the Aadhaar Act 2016, inter-alia, section 29(2), 29(3), 29(4) publishing of
Aadhaar number or other demographic infermation is not allowed and such action
constitute an offence under section-37,40 and 41, which is punishable with imprisonment
up to 3 years.

3. In this regard, MeltY has already issued an Q.M. dated 25/03/2017 giving direction
to all Stake holders including State Governments not to publish Aadhaar number or any
other personal information of the individuals in the public domain/webSlte (Copy of the
same is engiosed).

4. May | therefore request you to sensitize all the departments/organizations in che

State who are using Aadhaar in their scheme/programme abou. their responsibility to |
protect personal data of their beneficiaries and get any such personal data, if any, removed

from the public dofain. Further, they may be directed to put in place an adequate

mechanism to ensure that Aadhaar number or any ather perusal data of their beneficiaries

are not published on any website/in public domain.

?)“iL' J Yours sincerely,

(Dr. Ajay Bhushan Pandey)

To,
Chief Secretary/ Administrator of UTs
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Secretary

Ministry of Electronics &

rd

BTN YT, sy Information Technology (MeitY)
Aruna Sundararajan, LAS. ' Government of India

D.0. No. NIC/DDG(SBSYITACT/2017
Dated: 24" April 2017

Sub: Sensitization on compliance of IT Act, 2000 and Aadhaar Act, 2016 while
Data Sharing in the departmental Websites -

Dear Secretary,

Kindly refer to the Office Memorandum (OM) No. 10(36)/2015-EG-Il (Vo! V)
Dated: 25.03.2017 on Data Shafing - Compliance of iT Act, 2000 and Aadhaar Acl,
2016. The OM is self-explanatoty and aims for maintenance of secrecy with respect
1o personal identity or information of residents.

2 It has come to notice that there have been instances wherein personal identity O

information of residents, along with Aadhaar numbers and demographic information,

and other sensitive personal tiata such as bank details etc. collected by Ministries/
departments, state departments for the administration of welfare schemes eic have
been published online.

3. Publishing identity information i.e. Aadhaar number aiong with demographic
information is in glear cor wention of the provisions: of the Aadhaar Act, 2016 and
constitstes _an_offence punishable with imprisonment upto 3 years. Further.
publishing of financial information including bank details, being sensitive personal
data, is also in contravention of provision undef IT Act, 2000 with violations liable to
pay damages by way of compensation to persons afiected.

4. In view. of the above, the Web information Managers (WIMs) of all Ministries!
Depariments and State Government departments may kindly sensitize the Ministries/
Departments and State Government depariments respectively and also take all
precautions while publishing/ sharing data on their websites, ensuring compliancy Ol
the IT Act, 2000 and Aadhaar Act, 2016 with immediate effect, Further, they are also
requested to review their website contents/ quality as per the standard guidelines of
GIGW, IT Act 2000 and Aadhaar Act 2016. It is also advised that any such contents
ageady published or still appearing publicly, may be discontinued with immediate
effect.

With regards,
urs gincerely,

(Aruna Sungafarajan)

To

Secretaries of all the Ministries/Departments, Sovernment of India

Rwitea feam, e, WL,

Tol. : O11-24364041 « Fax : 24353134 » email : secretary@mit.govin

winasn, T Rﬁh-a-ioooz / Electronics Niketan6, C.G.0. Complex, New Delhl-116003



